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Abstract—The internet of things (IoT) is a connected network
of devices that has the ability to communicate with each other and
bring data to users using internet. The amount of collected data
from IoT in different domain is so huge and conventional analysis
of these data is very hard and need more feasible methods.
There are huge calls in IoT for appropriate security and privacy
policies to prevent potential cyber threats. One of the security
requirements of the IoT user is the confidentiality and integrity
of the data collected by the sensors. Recently deep learning is
prominent approach to combat intrusion in IoT and several deep
learning models have been proposed for it. However, the field is
still evolving and there is ongoing research to further improve
the performance of the system. We have selected deep learning
algorithms like LSTM, AUC, GRU, RNN and MLP and compared
with other state of art methods like CNN , SVM and others. The
models RNN, LSTM and GRU, an Accuracy of 100%, recall of
100%, and precision of 100% were recorded. Compared with
AUC and MLP , the RNN, LSTM and GRU records higher in
accuracy, recall and precision.

Index Terms—Intrusion detection, Cyber-attack, Internet of
things, Deep Learning

I. INTRODUCTION

The IoT is a connected network of devices which have
ability to communicate with each other and bring data to user
using internet. The advancement of IoT in recent years is due
to its broad applicability, scalability and smartness [1] [2]. The
amount of data collected from IoT is so huge that conventional
analysis of these data is very hard and need more feasible
methods [2] [3]. Furthermore, the data are rising all the time. It
requires a great demand for efficient data mining techniques in
order to help identify IoT patterns, catch fraudulent activities,
make better use of resources and improve the quality of service
[4] [5] [6]. Recently huge call in IoT for appropriate security
and privacy policies to prevent potential cyber threats.
The IoT data are generated from various IoT devices such as
Low-cost digital sensors like temperature and humidity, ul-
trasonic sensor, water level detection sensor, pH sensor meter,
soil moisture sensor, heart rate sensor and flame sensor. One of
the security requirements of the IoT user is the confidentiality
and integrity of the data collected by the sensors. Significant
work has been done by the cyber security community in creat-
ing sophisticated security tools and techniques for protecting

users and data in traditional IT systems. Yet, these measures
themselves cannot be immediately deployed for IoT/industrial
IoT (IIoT) based systems regardless of its different characteris-
tics. Furthermore, with novel threats that can potentially breach
IoT networks, in which existing techniques are insufficient
to address them. It becomes necessary to investigate deep
into advanced forensic approaches to detect and investigate
malicious behavior, which are broadly applied to investigate
network traffic and detect contaminated devices participating
in IoT network [8].
An intrusion detection system (IDS) is a device or software
application that monitors a network or systems for malicious
activity or policy violations. It searches for known threats and
suspicious or malicious activity, and sends alerts to IT and
security teams when it detects any security risks and threats
[9] [10]. Several deep learning models have been proposed for
IoT like Convolutional Neural Networks (CNNs), Long Short-
Term Memory (LSTM) and Gated Recurrent Units (GRUs)
[11] [12] [13].
The research conducted on these models has shown that deep
learning-based intrusion detection systems can achieve high
accuracy in detecting intrusions in IoT. However, the field is
still evolving, and there is ongoing research to further improve
the performance of these systems. The effectiveness of the
systems.

II. RELATED WORKS

We have performed widespread survey on existing literature
to identify related works and research gap thereof.

A. Intrusion detection systems

An IDS is a system that monitors network traffic for
suspicious activity and issues alerts when such activity is
discovered. Any malicious venture or violation is normally
reported either to an administrator or collected centrally using
a security information and event management (SIEM) system
[14]. There are several types of IDS:

• Network Intrusion Detection System (NIDS): This type
of IDS is deployed at strategic points within an organiza-
tion’s network to monitor incoming and outgoing traffic



• Host Intrusion Detection System (HIDS): This system is
installed on individual devices that are connected to the
internet and an organization’s internal network.

• Signature-based Intrusion Detection System (SIDS): This
type of IDS monitors all packets on an organization’s
network and compares them with attack signatures on a
database of known threats.

• Anomaly-based Intrusion Detection System (AIDS): This
solution monitors traffic on a network and compares it
with a predefined baseline that is considered ”normal”.

B. Cyber attack detection on IoT

The cyber-attack is becoming one of the most severe threats
to IoT security. These attacks occur in many ways and
typically target anomalous assets, affecting one or more IoT
devices that can be used as resources or platforms. As a
result, securing IoT devices and designing intrusion- resistant
IoT networks become increasingly important to safeguard data
[15]. The problem is how to effectively detect and prevent
intrusions in time is very challenging.
Conventional IDS like signature or rule-based approaches have
not been adequate for the fast-growing network and unable
to deal with attacks of their growing volume, complexity
and deflation. Therefore, artificial intelligence techniques have
been integrated into all aspects of the IoTs and making more
comfortable in various ways. Researcher [15] proposed a
novel deep learning model DIDS incorporates the prediction
of unknown attacks to handle the computational overhead in
large networks and increase the throughput with a low false
alarm rate.
Amjad Rehman et.al [16] provided an inclusive analysis of
intrusion detection based on deep learning techniques by using
public network-based datasets of IDS (NB15 and KDD99).
The accuracy in KDD99 and UNSWNB15 datasets was shown
99.996% and 89.134%. Abdelghani D et.al [17] proposed
a novel framework to improve IDS performance based on
the data collected from the IoT environments. The developed
framework relies on deep learning and metaheuristic (MH) op-
timization algorithms to perform feature extraction and selec-
tion. The researchers used KDDCup-99, NSL-KDD, CICIDS-
2017, and BoT-IoT. Intrusion Detection in IoT Networks Using
Deep Learning Algorithm proposed for detecting denial-of-
service (DoS) attacks [18]. The researcher incorporated the
evaluation of RF, CNN and MLP algorithms. Alaa M et.al
[19]explored intrusion detection methods implemented using
deep learning, compares the performance of different deep
learning methods, and identifies the best method for imple-
menting intrusion detection in IoT. This research is conducted
based on CNNs, LSTM, and GRU. This method seemed to
have the highest accuracy compared to the existing methods.
Ayesha S et.al [20] proposed a deep learning approach for
intrusion detection in IoTs using focal loss function. The
focal loss function facilitates optimization of the model by
enabling dynamically scaled-gradient updates leading to down-
weighing easy instances and forcing the model to focus on the
hard misclassified examples. Researcher implemented focal

loss function in two well-studied Deep Learning algorithms
(FNN and CNN). The CNN trained using focal loss function
performed better with respect to accuracy, precision, F1 score
and MCC score. The below Table 1 shows summary of related
research work so far done.

TABLE I
SUMMARY OF RELATED WORK

Author(s) Model Dataset Accuracy
[15] Random forest

and TabNet
NSL-KDD and KDD-
CUP 0.99

0.95 && 0.96

[18] CNN, and
MLP

BoT-IoT 0.987 && 0.79

[14] LSTM-RNN KDD Cup 1999 0.98
[21] DL-Sim,

DLTestbed and
WC

CC2650 0.96, 0.93 && 0.98

[22] DNN NSL-KDD 0.98
[23] AE KDD99 0.99
[24] BLSTM RNN UNSWNB15 0.95
[25] RFC NSL-KDD &&UNSW-

NB 15
0.99

[26] EIDM CICIDS2017 0.95
[27] LSTM and

GRU
DARPA/KDD Cup 99 0.98

III. DEEP LEARNING MODEL

In this section, we discuss about the nature of Edge-
IIoTdataset, preprocessing technique, feature selection, hyper
parameter tuning, deep learning algorithm, the architecture of
proposed model and performance evaluation metrices has been
described in detail.

A. Understanding the Edge-IIoTdataset

The Edge-IIoTset is a comprehensive and realistic cyber
security dataset of IoT and IIoT applications. It’s designed
for use machine learning-based IDS in two different modes:
centralized and federated learning. [28].
The dataset was generated using IoT/IIoT testbed with a large
representative set of devices, sensors, protocols and cloud/edge
configurations. The sensor devices in participated in data
generation are low-cost digital sensors for sensing temperature
and humidity, ultrasonic sensor, water level detection sensor,
pH Sensor meter, soil moisture sensor, heart rate sensor, flame
sensor, etc. The Edge-IIoTset identified and analyzed fourteen
attacks related to IoT and IIoT connectivity protocols, which
are categorized into five threats, including, DoS/DDoS attacks,
information gathering, man in the middle attacks, injection
attacks and malware attacks.The below figure 1 shows attack
type in dataset.

B. Data Preprocess

Pre-processing the Edge-IIoTset dataset involves several
steps.

1) Loading the Dataset: The dataset is loaded into a
panda DataFrame using the readcsv function. Data shape is
(2219201, 63)): 2219201 rows of record and 63 features. The
below figure 2 shows attack type and data distribution.



Fig. 1. Attack type in dataset

Fig. 2. Bar chart for data distribution based on normal and attack type

2) Data Cleaning: Unnecessary columns are dropped, and
any rows with missing values are removed.

3) Data Shuffling: The dataset is shuffled to ensure that
the training/test splits contain a representative mix of exam-
ples.Shuffle the rows of the DataFrame to introduce random-
ness

4) One-Hot Encoding: Categorical features are one-hot
encoded

C. Deep learning Algorithms

Deep learning is one of the machine learning techniques
that learns features directly from data. When the amount of
data is increased, machine learning techniques are insufficient
in terms of performance and deep learning gives better per-
formance like accuracy. We have used five DL algorithms for
model development.
Recurrent Neural Network (RNN): Type of artificial neural
network that is primarily used for processing sequential data
or time series data. Unlike traditional feedforward neural
networks, RNNs have “memory” in the sense that informa-
tion from prior inputs can influence the current input and
output. This makes RNNs particularly useful for tasks such
as language translation, speech recognition, intrusion detection
and image captioning. In contrast to the uni-directional feed-
forward neural network, an RNN is a bi-directional artificial
neural network, meaning that it allows the output from some
nodes to affect subsequent input to the same nodes [29].
One distinguishing characteristic of RNNs is share parameters
across each layer of the network. While feedforward networks
have different weights across each node, RNNs share the same
weight parameter within each layer of the network.
Gated Recurrent Unit (GRU): It’s designed as a simpler
alternative to LSTM networks. Like LSTM, GRU can process
sequential data such as text, speech, and time-series data.
The key idea behind GRU is to use gating mechanisms to
selectively update the hidden state of the network at each time
step [30].
Autoencoder (AUC): A type of artificial neural network used
to learn efficient coding of unlabeled data, which is a form of
unsupervised learning. The aim of an autoencoder is to learn
a lower-dimensional representation (encoding) for higher-
dimensional data, typically for dimensionality reduction [31]
[32]. An autoencoder learns two functions: An encoding
function that transforms the input data and a decoding function
that recreates the input data from the encoded representation.
Multilayer Perceptron (MLP): A type of feedforward artificial
neural network that consists of fully connected neurons with
a nonlinear kind of activation function. It’s organized in at
least three layers: an input layer, one or more hidden layers,
and an output layer [33] [34]. MLP is robust and complex
architecture to learn regression and classification models for
difficult datasets. MLPs form the basis for all neural networks
and have greatly improved the power of computers when
applied to classification and regression problems.
LSTM: The LSTM network is composed of a cell, an input
gate, an output gate, and a forget gate. The cell remembers
values over arbitrary time intervals, and the three gates regulate
the flow of information into and out of the cell [35]. One
of the advantages of LSTM networks is their ability to
remember inputs over a long period of time, which makes
them particularly useful for tasks such as language translation,
speech recognition, and image captioning.



D. Model development

The model development is training a deep learning algo-
rithm to predict the class from the features, tuning it for
the business need, and validating it on holdout data. The
output from modeling is a trained model that can be used
for inference, making predictions on new data points. The
purpose of the proposed intrusion detection model in IoT is
to detect intrusion in data that is being exchanged by IoT
devices. The model takes data from IoT devices as an input,
systematically process input data, and produce predictions of
two folds; “normal” or “attack”. Figure 3 provides a high-level
view of the model design.

Fig. 3. Proposed model design

E. Evaluation Criteria and Metrics

Precision measures the proportion of true positives (cor-
rectly predicted positive instances) out of all the instances
that the model predicted as positive (true positives + false
positives). Recall measures the proportion of true positives
(correctly predicted positive instances) out of all the actual
positive instances (true positives + false negatives). Accuracy
measures the proportion of correctly classified instances out
of all the instances that the model predicted. Mean Squared
Error (MSE) represents the average of the squared difference
between the original and predicted values in the dataset. It
measures the variance of the residuals. Root Mean Squared
Error (RMSE) is the square root of mean squared error. It
measures the standard deviation of residuals.

F. Experiment

1) Experimental Setting: In this study, we conducted the
experiment in five different deep learning models with hyper
parameter tuning. The experiments were conducted using a
Edge-IIoTset dataset, which had 2,219,201 instances [6]. We
used manual hyper-parameter tuning for each algorithm to
select the parameters values. The specified hyper-parameter
values provided are shown in Tables 2. We also applied
data pr-eprocessing techniques i.e., filling the missing values
using forward fill, splitting the dataset to 80/20 % training
and testing and applying one hot encoding. The researcher

implements model based on TensorFlow and Keras libraries.
The RMSE, MSE, precision, recall and accuracy were used to
evaluate the model performance.

TABLE II
PARAMETERS USED FOR MODELS

ParametersLSTM RNN AUC MLP GRU
Neurons 50 50 50 50 50
Epochs 4 4 4 4 4
Optimizer adam adam adam adam adam
Batch
size

1000 1000 1000 1000 1000

Learning
rate

0.0001 0.0001 0.0001 0.0001 0.0001

2) Model development: We have selected five algorithms
namely LSTM, GRU, AUC, RNN and MLP. The detail exper-
imentation and code are available on my GitHub page.

3) Experimental results: We conducted five experiments
to develop the intrusion detection model for IoT. After the
predictive model has been developed, an experiment has
been carried out to evaluate how effectively it detects and
identifies intruders in the Edge IOT/IIOT dataset. To this end,
experiments are conducted for each deep learning approach
with all features. In each experiment the deep learning al-
gorithms LSTM, GRU, RNN, AUC and MLP to select the
best performer for detection of intruder in the Edge IOT/IIOT
dataset. The table 3 and figure 4 below shows performance of
models.

TABLE III
MODEL PERFORMANCE

Model Precision Recall Accuracy MSE RMSE
LSTM 1 1 1 0.00048 0.022
AUC 0.91 0.71 0.83 0.16 0.40
MLP 0.90 0.68 0.82 0.18 0.42
RNN 1 1 1 0 0
GRU 1 1 1 0.0028 0.053

Fig. 4. Model Performance

https://github.com/Mebiratu/IDS


4) Discussion : In this section, we discussed the exper-
imental result of deep learning for Intrusion Detection on
IoTs. Overall, the experiment yielded promising results on
intrusion detection on IoT. The table 3 and figure 4 present the
findings and their comparison. It indicated that RNN, LSTM
and GRU, an Accuracy of 100%, recall of 100%, and precision
of 100% were recorded. We have compared selected deep
learning method with other state of art methods like CNN
, SVM and others. The selected algorithms AUC , MLP ,
RNN, LSTM and GRU recorded higher in accuracy, recall
and precision.

IV. CONCLUSION AND RECOMMENDATION

The IoT data are generated from various IoT devices such as
low-cost digital sensors for sensing temperature and humidity,
ultrasonic sensor, water level detection sensor, pH sensor
meter, soil moisture sensor, heart rate sensor, flame sensor
etc. One of the security requirements of the user of the IoT
is the confidentiality and integrity of the data recorded by
the sensors. Significant work has been done by the cyberse-
curity community in creating sophisticated security tools and
techniques for protecting user and data. Therefore, artificial
intelligence techniques have been integrated into all aspects of
the IoTs and making more comfortable in various ways. The
main objectives of this study were to improve the accuracy and
performance of the deep learning approach and make it easier
to detect intrusions. We have selected five algorithms namely
LSTM, GRU, AUC, RNN and MLP to enhance intrusion
detection in IoTs and compared with other state of art methods.
We evaluated the model’s performance using recall, precision,
accuracy, RSME and MSE. The future works mainly focus
on the following aspects: combining different deep learning
algorithm with optimization and hyper parameter tuning is
next task of researcher should consider.
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