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Abstract—The MAVLink protocol is widely adopted for com-
munication between drones and ground control stations (GCS)
due to its efficiency in resource-constrained environments. This
paper presents a comprehensive performance analysis of various
cryptographic algorithms applied to the MAVLink signature
field in PX4, with the goal of identifying the most suitable
algorithm for ensuring secure drone communication. The eval-
uation considers both hash-based message authentication codes
(MAC:s), specifically SHA256, Blake2b, and Poly1305, and digital
signature algorithms (DSA), including Ed25519, Ed448, and
ECDSA. The analysis highlights the trade-offs between security
and computational efficiency, particularly in the context of
real-time drone operations. Based on the findings, the paper
proposes several techniques to enhance message integrity and
security in MAVLink, offering solutions that are practical for
implementation in embedded systems with limited resources.
This study provides valuable insights into optimizing the security
and performance of drone communication systems, guiding the
effective adoption of cryptographic methods in unmanned aerial
vehicle (UAV) networks.

Index Terms—UAV, MAVLink, PX4, Signing, Data Integrity,
Verification.

I. INTRODUCTION

An Unmanned Aerial Vehicle (UAV) is an aircraft that
operates without a human pilot on board, as defined by the
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Office of the Secretary of Defense. ¢, UAVs can be equipped
with various instruments such as sensors and cameras, making
them applicable across a wide range of fields [1]. In particular,
UAVs have become critical assets in modern warfare [2], as
they enable precision.

On targeting over long distances. Given their dual-use po-
tential for both surveillance and offensive operations, securing
drone communication protocols has become an increasingly
urgent research priority.

UAVs communicate with Ground Control Stations (GCS)
through various communication protocols [3]. Among these,
MAVLink [4] is a widely used open-source protocol, de-
veloped and maintained by the PX4 project. MAVLink has
proven to be suitable for resource-constrained environments,
such as those encountered in drones. However, this efficiency
comes with a security trade-off, as the protocol lacks robust
protections against eavesdropping and impersonation attacks
[5]. Although MAVLink 2.0 introduced support for message
signing to provide authentication, the significant computational
overhead associated with this security feature has led to its
omission in many practical implementations.

MAVLink currently relies on the CRC-16 algorithm for
integrity checking. However, because CRC-16 does not use
a secret key to calculate checksums and follows a linear
structure, it is vulnerable to forgeries, enabling unauthorized
attackers to bypass the integrity verification process [6].

In this paper, we implement and evaluate various crypto-
graphic hash functions for the MAVLink 2.0 signature field,
comparing their performance characteristics. Our primary con-
tributions are as follows:

o Implement and compare multiple hashing algorithms to

identify those with the lowest and highest computational
overhead in the context of MAVLink 2.0.



o Evaluate the performance characteristics of MAVLink
2.0, both with and without signature verification enabled.

o Experimentally demonstrate how the MAVLink 2.0 sig-
nature field mitigates hijacking attacks.

« Analyze potential attack vectors in MAVLink communi-
cation protocols, comparing scenarios with and without
the signature field implementation.

This paper aims to contribute to the secure communication
between UAVs and GCS by identifying hashing algorithms
with the lowest computational overhead, thereby facilitating
the practical implementation of the signature field in MAVLink
2.0 messages.

II. PREVIOUS WORK

Prior to this study, several related works were conducted
on securing MAVLink communication. [7], [8]. One notable
approach involved applying the ECDH (Elliptic Curve Diffie-
Hellman) algorithm over the MAVLink communication chan-
nel to establish a shared symmetric secret key [9]. This key
was then used to generate the signature field in MAVLink
2.0. The overheads associated with the signature were evalu-
ated, and since only minimal overhead was observed, it was
concluded that enabling the signature is feasible in terms of
performance.

A. Enabling Signature

In MAVLink 2.0, the introduction of the signature field
provides data integrity. However, this feature is not natively
utilized in the PX4 software [10]. To address this, the process
of generating and verifying the signature field was imple-
mented for bidirectional communication between PX4 and the
Ground Control Station (GCS) application, QGroundControl
(QGCO) [11]. The symmetric key used for this process was
generated via the ECDH algorithm, and the signature field
was implemented following the MAVLink 2.0 standard.

To briefly explain the overall process of key exchange and
signature generation/verification: upon establishing a connec-
tion, a random value is used to generate a private key, and el-
liptic curve operations are performed to create a corresponding
public key. The public keys are then exchanged over a public
channel as intended by the user. Each party uses its own private
key and the received public key to generate a shared secret
key [12]. This shared key, combined with the SHA256 hash
function, is used to generate a Message Authentication Code
(MAC) for the message, which is appended to the message
before transmission. Upon receiving the message, the recipient
performs a verification process to ensure integrity.

B. Simulated Attack

To test the integrity verification and authentication process,
an attack scenario was simulated in which both a malicious
QGC and a legitimate QGC were connected to the same drone,
as shown in Figure 1. Before the signature field was enabled,
both QGCs were able to transmit control commands to the
drone successfully [13]. However, once the signature field
was enabled, all control commands from the malicious QGC

were ignored [7]. This demonstrates the effectiveness of the
signature in preventing unauthorized control.

Fig. 1. Simulation of Attack Scenario: Command transmission with and
without signature field enabled

Furthermore, if the key used for signature generation is
exposed, the attacker could also generate a valid MAC, com-
promising the integrity of the communication. To mitigate this,
a mechanism was implemented that allows the user to update
the key, preventing potential key exposure scenarios manually.

C. Evaluation of Signature Suitability

To assess the suitability of the signature field in MAVLink
communication for practical use, we analyzed its impact on
system performance. Flight logs were used to measure CPU
and RAM usage, with results showing negligible differences
compared to when the signature field was inactive [14]. Addi-
tionally, the processing time for control and connection-related
messages was evaluated to quantify the overhead introduced by
signature verification, as shown in Figure 2. The overhead was
observed to be approximately 1.2 to 1.5 microseconds, which
is considered insignificant for practical drone operations [15].
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Fig. 2. Processing Time Comparison: MAVLink communication with and
without signature verification



III. BACKGROUND

Signing provides a mechanism to verify message authen-
ticity between communication peers by generating a hash of
concatenated elements such as timestamp, sequence number,
and other relevant data. The overhead introduced to the origi-
nal communication depends on the chosen hashing algorithm.
There are two primary approaches to implementing MAVLink
signatures: Standard Hash Functions and Digital Signature
Algorithms.

A. Standard Hash Functions

Standard Hash Functions offer basic message authentication
using algorithms like SHA-256 or HMAC. The following are
common standard hash functions:

« HMAC-SHA256 [16] utilizes a two-stage hashing pro-
cess, combining a secret key with the message data. This
process involves two XOR operations: one between the
key and inner padding (0x36) and another between the
key and outer padding (0x5c). The inner hash is generated
by applying SHA-256 to the inner key concatenated with
the message data. The final HMAC value is produced by
applying a second SHA-256 operation on the outer key
concatenated with the inner hash.

« HMAC-Blake2b [17] follows a similar structure to
HMAC-SHA256 but uses Blake2b as the underlying hash
function. Blake2b processes the input through a state vec-
tor v and a compression function G, integrating message
blocks with the state vector to produce intermediate hash
values. Blake2b offers security guarantees comparable
to SHA3 while outperforming SHA-256 in terms of
efficiency.

o Poly1305 [18] is recognized for its efficient performance
among Message Authentication Code (MAC) algorithms.
It operates with a 256-bit key split into two 128-bit
components,  and s, where r undergoes clamping with a
specific mask. Messages are processed in 128-bit blocks,
and the hash computation follows the formula:

h=(h+mi)xr modp where p=2"30_—5 (1)

The final authentication tag is generated by adding s to
the accumulated hash.

B. Digital Signature Algorithm (DSA)

The Digital Signature Algorithm (DSA) provides enhanced
security through public key cryptography. While DSA of-
fers superior security features such as non-repudiation (en-
suring a sender cannot deny sending a message), its com-
putational overhead makes it challenging to implement in
resource-constrained environments. Among the DSA algo-
rithms, ECDSA (Elliptic Curve Digital Signature Algorithm)
is particularly known for its adaptability to lightweight envi-
ronments.

« ECDSA [19] (Elliptic Curve Digital Signature Algo-

rithm) offers security levels equivalent to RSA but with
significantly shorter key lengths. Its security relies on

the elliptic curve discrete logarithm problem (ECDLP).
During signature generation, ECDSA requires a random
nonce k, where the unpredictability and uniqueness of
k are crucial for security. Poor randomness or reuse
of k can lead to private key compromise, which has
caused several notable security incidents. The need for
high-quality randomness in k generation can impact the
reliability and security of implementations.

o EdDSA [20] (Edwards-curve Digital Signature Algo-
rithm) is a variant of Schnorr signatures using twisted Ed-
wards curves, which is not directly derived from ECDSA.
EdDSA improves upon ECDSA by using deterministic k
generation via a hash function, mitigating risks associ-
ated with random number generation while maintaining
security. It uses Edwards curves optimized for efficient
and secure implementation. The most widely used vari-
ants are Ed25519, which provides 128-bit security using
Curve25519, and Ed448-Goldilocks, which offers 224-bit
security using Curve448. Ed25519 is particularly noted
for its combination of high performance, strong security,
and resistance to timing attacks. Ed448, while providing
a higher security margin, results in reduced performance,
making it suitable for long-term security applications.

In this paper, we compare the performance of the aforemen-
tioned cryptographic algorithms to determine the most suitable
one for resource-constrained environments, such as UAVs. The
experimental results and analysis are presented in Section IV.

IV. EXPERIMENT

A. Environment Setup

The implementation environment was based on the Ubuntu
20.04 operating system. The tools and their respective versions
are detailed in Table L.

TABLE I
SETUP IMPLEMENTATION
Tool Version
Ubuntu 20.04
PX4-Autopilot 1.14.3
ROS Noetic
QGroundControl (QGC) 441
Gazebo 11.0

B. Implementation

To evaluate optimization methods for addressing the over-
head introduced by signature verification in MAVLink com-
munication, the cryptographic algorithms discussed in the
previous section were implemented, and their processing times
were measured.

For hash-based MAC algorithms, the Blake2b, Poly1305,
and Ed25519 implementations utilized the Monocypher li-
brary [21], while the ECDSA and Ed448 implementations
were based on OpenSSL. These libraries were chosen for
their performance and compatibility with resource-constrained
systems.
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Fig. 3. Processing Time for Hash-based MAC Algorithms

C. Measurement of Message Processing Time

The first set of measurements focused on the processing
time for algorithms using MAC for verification. The results
are as follows:

« HMAC-SHA256: Average verification time of approxi-

mately 1.4 microseconds.

« HMAC-Blake2b: Average verification time of approxi-

mately 1.15 microseconds.

o Poly1305: Demonstrated the shortest verification time at

0.67 microseconds.

Figure 3 illustrates the comparison of processing times for
these MAC algorithms. The results indicate that Poly1305,
with its minimal verification time, is the most suitable for
resource-constrained environments, such as drones.

Next, the processing times for Digital Signature Algorithms
(DSAs) were measured. The results are as follows:

o Ed25519: Average verification time of 26.7 microsec-

onds.

o Ed448: Average verification time of 142.8 microseconds.

o« ECDSA: Average verification time of 187.5 microsec-

onds.

Figure 4 presents a comparison of the processing times
for these DSA algorithms. While DSA algorithms provide
enhanced security, their significantly higher overhead poses
challenges for real-time implementation in drone systems. As
a result, it is recommended to apply DSA algorithms only to
security-sensitive messages while utilizing hash-based MAC
algorithms for general message integrity to balance security
and performance.

V. DISCUSSION

The experimental results presented in Section 5 highlight
the trade-offs between performance and security when using
hash-based MAC algorithms and digital signature algorithms
(DSA) for UAV communication.

Hash-based MAC algorithms, such as HMAC-SHA256,
HMAC-Blake2b, and Poly1305, demonstrated consistent per-
formance within the range of 0 to 1.5 microseconds. Among
these, Poly1305 exhibited the shortest latency at approximately
0.6 microseconds, attributed to its efficient single-pass design.
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Fig. 4. Processing Time for DSA Algorithms

Unlike HMAC variants, which require additional operations
such as inner and outer padding (ipad and opad), Poly1305
achieves minimal computational overhead by eliminating re-
dundant hash function computations. This makes it an ideal
choice for resource-constrained UAV systems where low la-
tency is critical.

In contrast, the DSA algorithms, including ECDSA,
Ed25519, and Ed448, exhibited significantly higher computa-
tional overhead, with latencies ranging from 26.7 microsec-
onds (Ed25519) to 187.5 microseconds (ECDSA). Despite
these higher latencies, DSAs provide essential security prop-
erties, such as non-repudiation and strong authentication. No-
tably, Ed25519 outperformed other DSAs by achieving nearly
one-ninth the latency of ECDSA, making it the most efficient
option within this category.

The results emphasize the importance of balancing security
requirements with performance limitations. While DSAs are
well-suited for security-critical messages, their higher pro-
cessing times make them less practical for routine message
authentication in UAV systems. Conversely, hash-based MAC
algorithms provide a lightweight solution for ensuring message
integrity, albeit without the advanced security features of
DSAs.

VI. CONCLUSION

In this paper, we conducted a comparative performance
analysis of hash-based MAC algorithms and digital signature
algorithms (DSA) in the context of UAV communication.
The experiments revealed a substantial performance disparity
between the two categories, with DSA algorithms exhibiting
latencies of up to 200 microseconds, while hash-based MAC
algorithms consistently maintained processing times under 1.5
microseconds. This highlights the trade-offs between the high-
security guarantees provided by DSAs and the low-latency
advantages of hash-based MAC algorithms.

Poly1305 emerged as the most efficient hash-based MAC
algorithm, achieving a latency of approximately 0.6 microsec-
onds. This performance advantage can be attributed to its
streamlined, single-pass design, which minimizes computa-
tional overhead compared to HMAC variants. For digital sig-
nature algorithms, Ed25519 demonstrated superior efficiency,



achieving significantly lower latencies compared to ECDSA
and Ed448 while maintaining robust security properties. Its
deterministic signature generation offers enhanced stability
and strong authentication, making it particularly suitable for
UAV environments where both security and efficiency are
critical.

Based on these findings, we recommend the adoption of
Ed25519 for security-critical messages such as key distribution
and authentication protocols. Its ability to provide essential
security properties, including non-repudiation and access con-
trol, makes it ideal for safeguarding against communication
hijacking attacks in UAV systems. Conversely, for non-critical
routine messages, Poly1305 is recommended due to its mini-
mal latency and efficient message authentication, which ensure
an optimal balance between performance and security without
the additional overhead of digital signature algorithms.

For future work, the scope of analysis should be extended
to evaluate algorithm performance across diverse network con-
ditions, such as varying latency and throughput. Additionally,
a deeper investigation into potential attack vectors in unau-
thenticated communication channels is crucial for identifying
and mitigating vulnerabilities. These efforts will contribute to
the development of more robust and secure communication
protocols tailored to the unique demands of UAV systems,
ensuring both high performance and strong security.
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