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Abstract—Machine learning (ML) algorithms are now widely
used to tackle computational problems in diverse domains. In
biomedicine, the rapidly growing amounts of experimental data
increasingly necessitate the use of ML to discern complex data
patterns. However, biomedical data is often considered sensitive,
and the privacy of individuals behind the data is increasingly put
at risk as a result. Traditional methods such as anonymization
and pseudonymization are not always applicable and have limited
effectiveness with respect to risk mitigation. Privacy researchers
are actively developing alternative approaches to privacy pro-
tection, including strategies based on cryptography, such as
homomorphic encryption and secure multiparty computation.
This paper discusses recent advances in biomedical applications
of these privacy techniques. We first review the key privacy
techniques, then provide an overview of their applications in
biomedical machine learning. Finally, we highlight the remaining
challenges of current approaches and suggest directions for future
work.

Index Terms—Privacy-Preserving Machine Learning, Collab-
orative Learning, Federated Learning, Secure Multi-party Com-
putation

I. INTRODUCTION

Machine learning algorithms have revolutionized the way
we solve problems in many domains, including computer vi-
sion, natural language processing, physical simulations, stock
and housing market predictions, and biomedicine [1], [2], [3],
[4], [5]. Since machine learning is driven by data, the quantity
and quality of the data determine the performance of these
algorithms. However, especially in biomedicine, it is often
difficult to gather large amounts of data due to privacy and
intellectual property issues associated with data sharing.

A traditional approach to protecting the privacy of
biomedical data is to apply de-identification techniques [6].
"Anonymization" and "pseudonymization" are the most widely
used methods for de-identification of private data. The possi-
bility of re-identification can be reduced by removing identify-
ing data features (anonymization) or replacing them with a ran-
dom identifier for each subject (pseudonymization). However,
these techniques are limited because they are still vulnerable
to re-identification attacks, e.g. when linked with additional
datasets [7].

Recent advances in cryptographic frameworks to overcome
traditional limitations enabled new approaches to protecting
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privacy. In this paper, we present a review of emerging tech-
niques for enhancing privacy in machine learning workflows in
biomedicine based on a survey of recent literature. We discuss
the promises and challenges of these techniques, and conclude
with an outlook on future developments.

II. PRIVACY-PRESERVING COLLABORATIVE MACHINE
LEARNING

Privacy-preserving technologies are primarily used to allow
multiple input parties to collaboratively train ML models
without revealing sensitive data, and it mainly includes tech-
nologies such as differential privacy, homomorphic encryption,
trusted execution environment, and secure multiparty compu-
tation.

A. Differential privacy

Differential privacy (DP) [8] is a theoretical framework for
releasing statistics from a dataset while limiting the leakage
of information associated with each individual by adding
a controlled amount of noise to the released data. Owing
to these advantages, DP is adopted by the US Census Bu-
reau [9] and several major technology organizations, including
Google [10], Apple [11] and Microsoft [12]. These companies
adopted DP to get insight from user behavior without revealing
individual users’ browsing habits. DP is also used in research
dealing with genetic data and clinical data [13], [14]. DP can
be applied not only to the dataset, but also to the parameters
of algorithms or algorithm updates during training [15], [16].
However, there are limitations in that it reduces the accuracy
of the model and makes it ambiguous to define an appropriate
noise level.

B. Homomorphic encryption

Homomorphic encryption (HE) [17] is a cyptographic tech-
nique that allows computations on encrypted data without first
decrypting it. By ensuring that no one can read or modify the
data, HE can keep data safe, even in untrusted environments
such as public clouds or external parties. Owing to this
advantage, HE has numerous applications in genomics and
biomedicine, where data is mainly spread across multiple insti-
tutions. For example, secure logistic regression and secure sta-
tistical tests in genome-wide association studies (GWAS) have
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been proposed using HE [18], [19]. However, since HE mainly
supports only addition and multiplication operations [20], the
major limitation is that it is difficult to develop complex
Al models with non-linear operations such as deep neural
networks (DNNs) using HE. CryptoNets [21], training neural
networks using HE, approximated non-polynomial functions
such as sigmoid and rectified linear units and adopted mean-
pooling layers instead of max-pooling layers. Also, HE is
computationally expensive because it operates with encrypted
data [22].

C. Trusted execution environment

Trusted execution environment (TEE) [23], also known as
secure enclaves, provides hardware-level isolation and memory
encryption on every server or device, which keeps appli-
cation code and the data hidden from end users, creden-
tialed insiders and third parties. For example, Intel Software
Guard Extensions (SGX), ARM TrustZone and AMD Secure
Processor allows the execution of the applications or code
inside the enclaves that claims to be secure. With hardware-
level isolated execution using TEE, secure implementation of
genetic analytics has been applied [24], [25], [26], [27]. The
major challenges for TEE are limited scalability of enclave
memory and the need for additional development using soft-
ware development kits(SDKs) from vendors providing TEE.
Side-channel attacks are also a threat, such as timing attack,
which is based on measuring the time taken to perform
various computations [28]. To overcome these challenges,
recent studies proposed efficient scalable frameworks based
on TEE [29] and software timer manipulation to prevent side-
channel attacks [30].

D. Federated Learning

Federated learning (FL) [31] is a machine learning tech-
nique that trains an algorithm across multiple decentralized
edge devices or servers holding local data samples without
exchanging them. This approach stands in contrast to tradi-
tional centralized machine learning techniques where all the
local datasets are uploaded to one server. In FL, a server
coordinates a network of nodes as demonstrated in Figure 1,
each of which has training data that it cannot or will not share
directly. The nodes each train a model, and they share the
model or the updates of the model with the server. By not
transferring the data itself, federated learning helps to ensure
privacy and minimizes communication costs of sharing data.

Since the final model in FL is aggregated using models
trained with local data, one might think that the model is
biased or the performance is poor, but it can be overcome by
regularization and frequent synchronizations of the models.
Therefore, FL is mainly used for applications using clinical
data as summarized in Table I. Secure implementation for
survival analysis [32] and secure prediction of in-hospital mor-
tality [33] using electrical health records (EHR) was proposed.
Privacy-preserving structure for epileptic seizure detection [34]
and arrhythmia detection [33] using electroencephalography
(EEG) and electrocardiography (ECG) were also studied.

NODE
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NODE

Fig. 1. The architecture of FL framework.

Secure diabetic retinal detection using retinal image [35], and
prostate cancer diagnosis model using MRI data [36] were also
proposed. The challenges in FL is that the data owners have to
perform computations on the device or server that holds data
and the performance is worse than centralized training. So,
performance issues can occur if the data owners have limited
computational capacity or small amount of local data. Since
local data is not encrypted and the private data can be leaked
only by the gradients of the model [37], [38] , privacy is not
fully guaranteed.

E. Secure multiparty computation

Secure multiparty computation (SMPC) [39] is a crypto-
graphic protocol that distributes computations across multiple
parties, where individual parties cannot see the data of others.
In other words, SMPC allows joint analysis of data without
sharing the raw data. The architecture of SMPC is shown
as Figure 2. SMPC protocol utilizes a well-established cryp-
tographic concept called additive secret sharing. Each input
party sends a different secret to each computation nodes.
Each computation node computes the result on the secret
shares from the input parties and shares the results with
other computation nodes. Each computation node computes
the final result by aggregating the results of all nodes. The
SMPC-based privacy-preserving algorithm has been applied
to medical diagnosing pneumonia and hepatitis [40], survival
analysis [41], drug-target interaction using genetic data [42],
[43] and quality control and population stratification for large-
scale GWAS [44]. Although SMPC has a wider range of
available operations than HE and is more efficient than HE
in terms of computational cost, there are limitations in that it
is a highly interactive computation and requires a large amount
of communication between parties. The models implemented
in SMPC are relatively simple compared to FL, as shown
in Table I, because they have bottlenecks in performing
non-linear operations such as ReLU, which are essential for
implementing complex Al models. However, more privacy is
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guaranteed because only unidentifiable secret shares remain
on each node.
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Fig. 2. The architecture of SMPC framework.
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III. OUTLOOK

In this paper, we investigated use cases applied to biomed-
ical data, focusing on FL, which is flexible in terms of types
of operations when training predictive models while keeping
the data local and private, and SMPC, which encrypts both
data and models as shown in Table I. Since SMPC still
suffers from high overhead of cryptographic operations, it has
been applied to EHR and genomic data, which are relatively
low-dimensional among biomedical data, and implemented
less complex models with fewer parameters compared to
FL. To enhance the feasibility of SMPC, cryptography-side
research has been conducted such as improving the encryption
protocol [45] or using GPUs [46]. On the other hand, there
have been ML-side approaches to reduce these bottlenecks.
It is possible to speed up the runtime while maintaining the
performance by reducing the number of ReLUs [47], [48]
and using learnable scalars instead of the batch normalization
layer [49].

Beyond the aforementioned issues and challenges, there are
a number of practical concerns when applying FL. and SMPC
in production. Both technologies require a system design that
considers the heterogeneity of the hardware level because
computations are performed on multiple servers or devices.
Since various environments such as hardware capacity, net-
work connectivity, power, and physical location exist for each
device, asynchronous communication [50] or fault-tolerant
training methods [51] are necessary when applying FL, and
not only semi-honest models but also malicious models [52]
are required when applying SMPC.

Beyond the application of privacy-preserving techniques to
supervised learning using biomedical data, there are many
other problems that can be applied. For example, it can be
applied to clustering for data analysis [53], reinforcement
learning to infer treatment policies for patients [54], generative
learning to impute missing genomic data [55] or to generate
fake data to anonymize healthcare data [56]. Therefore, im-
proving the runtime of these privacy-preserving techniques,

solving the challenges that arise in production, and broadening
the scope of application will be the future direction.

IV. CONCLUSION

With the advances in machine learning, various Al ap-
plications are emerging in biomedicine. However, the more
Al models are trained on private biomedical data, the more
the importance of the privacy and intellectual property issues
increases. Thus, privacy-preserving techniques, such as DP,
HE, TEE, FL and SMPC, are critical to making biomedical
data more available and accessible. Among them, SMPC and
FL were the most accurate methods, followed by HE and DP.
A hybrid approach [57] (e.g., applying both FL. and MPC) can
be applied, and speeding up the operation in privacy technique
to achieve a better-performing privacy-preserving model can
be a future work.
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