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Abstract—Obfuscation refers to changing the structure of code
in a way that original semantics can be hidden. These techniques
are often used by application developers for code hardening but
it has been found that obfuscation techniques are widely used by
malware developers in order to hide the work flow and semantics
of malicious code. Class Encryption, Code Re-Ordering, Junk
Code insertion and Control Flow modifications are Code Obfus-
cation techniques. In these techniques, code of the application is
changed. These techniques change the signature of the application
and also affect the systems that use sequence of instructions in
order to detect maliciousness of an application. In this paper an
’Opcode sequence’ based detection system is designed and tested
against obfuscated samples. It has been found that the system
works efficiently for the detection of non obfuscated samples
but the performance is effected significantly against obfuscated
samples. The study tests different code obfuscation schemes and
reports the effect of each on sequential opcode based analytic
system.

Index Terms—obfuscation, opcodes, malware, LSTMs

I. INTRODUCTION

Android is the most used mobile operating system at
present. It provides its users with a large number of use-
ful and entertaining applications. These applications can be
downloaded from official Google play store. Although the
applications present on the play-store are very beneficial for
users; but on the other hand malware writers also create
applications with malicious functions. The rate of malware
penetration among android applications has increased in recent
past. 10.5 million android malware were found in 2019 and
0.48 million new malware were found in 2020 1.

These malwares also deploy obfuscation schemes which
make their detection more difficult. Obfuscation is a method
for changing the structure of code in a way that the original
structure is either hidden or changed[12]. Malware writers
use obfuscation for generating variants of malwares that have
been registered by anti-malware products[2]. This makes them
difficult to be detected by commercial anti-malware products.
It has been reported by many studies that performance of anti-
malware products decrease by a significant percentage against
obfuscated samples. [16] [7] [5].

1https://www.statista.com/statistics/680705/global-android-malware-
volume/

Code Obfuscation techniques are also very effective in
deceiving the detection schemes that work on the pattern of
code to identify malicious applications. Over the time many
schemes have been developed that focus on the analysis of
code for generation of features. Many studies [1], [4] and [9]
have used code based features and have reported high accuracy
for detection of android malware. However it has been reported
by [4] that code obfuscation techniques can greatly influence
the performance accuracy of systems that work on code based
features.

Class encryption, Junk code insertion, Control Flow modi-
fications, and Code Re-ordering are popular code obfuscation
techniques[14]. In this paper the effect of these obfuscation
techniques on the performance of systems that use opcode
based features for designing the classification engine has
been critically analyzed. In order to perform this analysis; a
classifier that works on opcode based features is designed.
It has been observed that the system works well with non
obfuscated samples but the efficiency of the system degrades
when obfuscated samples are tested. The paper tests four
code based obfuscation schemes and reports the efficiency
of opcode based system against each obfuscation scheme.
Following are the major contributions of the paper:

• An ’opcode sequence’ based malware detection engine
has been designed. One-gram and two-gram opcode se-
quences are extracted and LSTM network is trained. This
study has analyzed the efficiency of opcodes as features
for 2 class (Malicious and Benign) and 4 class (Adware,
Ransom, Banking Trojan and Benign) problems.

• Data set for Obfuscated samples is generated. DashO2

and Obfuscapk3 is used for applying code obfuscations
to malicious samples. Control Flow modifications , Code
Reordering and Junk Code Insertions are applied. Pra-
Guard data set is used for Class Encryption based sam-
ples.

• The designed system is tested against each obfuscation
scheme and results are reported.

The remainder of the paper is organized as follows. Section
2 describes the related work. Section 3 describes the rationale

2https://www.preemptive.com/products/dasho
3https://github.com/ClaudiuGeorgiu/Obfuscapk
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for the study. Section 4 describes the proposed evaluation
framework. Section 5 describes the results obtained on ob-
fuscated and non-obfuscated samples and finally conclusion
from the study is presented in section 6.

II. RELATED WORK

This section covers the studies that have used opcode
sequences for classification of malicious applications. Amin
et al.[1] developed an end to end opcode based system. Dex
byte codes are extracted and used to predict the maliciousness
of an application. Bi directional LSTM networks are deployed
and opcodes are represented using one hot encoding. They
have evaluated their results on Drebin , AMD and virus
share data sets. However results have not been tested on
Obfuscated samples. Pektas et al. [10] extracted instruction
call sequences from call graphs and applied deep learning
models like LSTMS and CNNs for malware classification. An
accuracy of 91.42 is reported but the data set does not contain
obfuscated malicious applications.

Chen et al. [4] performed a detailed analysis on the selection
of opcodes as features. Only important opcodes are selected
and then sequence is formulated. 3-gram opcode sequences are
used. Classification is performed using using Random Forest
and SVM. Authors have stated it clearly that their system is
vulnerable against metamorphic malware samples. Authors in
[6] and [15] extracted opcodes from classes.dex file. Opcode
patterns are used as images and CNN based networks are
used for classification. Authors in [9] worked on raw opcode
sequences extracted from dex files. 1-gram , 2-gram and 3-
gram sequences have been extracted and tested. CNNs are
used for classification.

III. RATIONALE FOR CURRENT RESEARCH

Some existing studies considered the problem of analyzing
the effect of obfuscation on the detection schemes. In this sec-
tion, the proposed system is compared with existing schemes
and the merits of our scheme are discussed. Hammad et al.
[7] have analyzed the effect of obfuscation on the performance
of anti viruses. It is reported that performance of many anti
viruses degrades when obfuscated samples are tested. However
they have not analyzed any particular technique used by a
detection engine which is specifically affected by a certain
obfuscation technique.

Bacci et al. [3] have studied the impact of code obfuscation
on static and dynamic machine learning based techniques.
They have considered opcodes frequency and system calls as
features. It is reported that obfuscation effects the static analy-
sis based methods more adversely than dynamic analysis based
methods. This study is the close to our work , however our
study has specifically focused on the performance degradation
of sequential deep classifiers.

To the best of our knowledge, this is the first work which
has investigated the effect of Code obfuscation schemes on the
performance of deep sequential classifiers given static feature
set. We have explained the effect of each code obfuscation
scheme on the sequential classification systems and have also

reported the performance degradation metrics against each
obfuscation scheme separately.

IV. PROPOSED EVALUATION FRAMEWORK

The purpose of our evaluation framework is to measure
the effectiveness of opcode based analytic system on non-
obfuscated and obfuscated samples. For this purpose an ’op-
code sequence’ based analytic system is designed. The system
extracts opcode sequences from an application and a classifi-
cation engine is trained. The samples for training include non-
obfuscated malware samples. Later code obfuscation schemes
that effect opcode sequences of the android applications are
applied on the malware samples. The resultant obfuscated
data set is then tested on the designed system and accuracy
is measured. The complete experimental setup is depicted in
Figure 1.

This section is arranged as follows. First subsection repre-
sents the design of the opcode based detection system. Second
subsection discusses code obfuscation schemes in detail. Data
set preparation and testing on obfuscated data set is also
discussed in second sub section.

Fig. 1. Evaluation Framework for obfuscated and non-obfuscated applications

A. Design of Opcode based analytic system

Opcodes represent the instructions used in an application.
A sequence of opcodes is a better representative of an appli-
cation’s behavior. Many studies [1] [10] and [4] have created
detection systems based on opcode sequences. In this section
the design details of the proposed opcode based detection
system are discussed. The discussion includes the selected
sources of data for non obfuscated malicious applications, the
process of feature extraction and the application of classifier.

1) Data Set: The malicious and benign applications used
for this study are obtained from CICMalDroid20204 and
Androzoo5 data sets. The data is divided into groups. The

4https://www.unb.ca/cic/datasets/maldroid-2020.html
5https://androzoo.uni.lu/
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TABLE I
RELATED WORK

Paper Name Features Classifier Obfuscation
Tested

Accuracy

Amin et al.[1] dex bytecode bi-dir LSTM No 99.6
Pektas et al. [10] instruction calls LSTM, CNN No 91.6

Chen et al. [4] 3-gram sequences RandomForest No 95.3
Ren et al. [13] dex bytecode DexCRNN N0 93.4

McLaughlin et al. [9] 2-gram,3-gram raw bytecode CNN No 95

first group contains samples of 4 categories; Adware, Ransom,
Banking Trojans and Benign. In the second group data samples
are labeled as malicious and benign only. The purpose of
creating two groups is to verify the effectiveness of Opcode
sequences for classification of 4 class and 2 class problems.

2) Feature Extraction: The features used in this experiment
are opcode sequences. For extraction of opcodes; the apk file
is first disassembled into smali files. After disassembling; the
smali files are parsed for selecting the opcodes. A standard list
of opcodes is used as a reference. Each extracted line from
the smali file is compared with the standard opcode list and
standard opcodes used in the apk are extracted.

The process is repeated for each smali file in the apk. It must
be noted that opcodes are extracted in two formats; one gram
and two grams. Accordingly the experiments are performed
against both type of opcode sequences separately. Also note
that these csvs are maintained and labeled separately for four
class and two class problems.

3) Application of Classifier: LSTMs are an extension of
RNN networks and have shown promising results in prediction
of sequence data. LSTMs are widely used in other domains
like speech recognition very successfully. Qui et al. [11]
analyzed many studies on android malware detection and
found that LSTMs usage with sequential features like opcodes
or system calls traces is efficient for malware classification
and categorization. Therefore LSTMs have been chosen as the
classifier for this study. The input to the LSTM model is the
sequence of one gram and two gram opcodes for an apk. The
length of each sequence varies as different apks have different
number of opcodes.

Keras sequential model is used for the design of classifier.
The sequential model consists of 100 LSTM layers, one
Dropout layer (for preventing over fitting), one Flatten layer
and finally Dense layers. Rectified Linear Unit is used as the
activation function in the Dense layers. The model is compiled
with adam as optimizer and categorical cross entropy as loss
function. The design of classification engine is presented in
Figure 2. The compiled model is then trained on the input
data. In the training phase number of epochs are set to 100
and a batch size of 128 is used.

In order to make our work helpful for other researchers; we
have made the code of our system public 6. The performance
of the system in terms of training and testing accuracy is
discussed in section 4.

6https://github.com/saneeha-amir/Obfuscated-Android-Malware-Detector

Fig. 2. Design of Classification Engine

B. Code Obfuscation

Code obfuscation refers to changing the structure of code in
order to hide the semantics. For this purpose specific classes
and methods need to accessed and changes are to be made. In
order to perform code modifications, the application first needs
to be disassembled. Apktool is a famous tool for disassembling
of apk file. After disassembling of apk, the class files in
the android application are converted into smali files; which
contain assembly language instructions. The code changes are
then made in the smali file. After updating the smali files the
application is repacked and signed.

1) Obfuscation schemes effecting the regular opcode struc-
ture: Many obfuscation schemes effect the code structure of an
application. This study has focused on the obfuscation schemes
that particularly effect the opcode sequences of the apk file.
Different obfuscation schemes are analyzed and the schemes
that particularly effect the opcode sequencing are selected. The
selected schemes include:

• Class encryption
• Junk code insertion
• Control flow Obfuscation
• Code re-ordering

a) Class Encryption: Class encryption is an obfuscation
technique in which the class files of the android application are
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encrypted. In this way the code becomes unavailable for static
analysis. It is the most powerful obfuscation technique[8]. This
technique changes the hash of file and also effects all static
code based analytic methods. Class encryption strongly effects
the opcode based detection scheme as the extracted opcodes
are meaningless due to encryption. DexGuard supports class
encryption. It is a paid tool and is not available for educational
purposes. However PraGurad data set contains obfuscated
samples for class encryption.

b) Junk code-Insertion - Non-functional methods: Junk
code insertion is one the code obfuscation techniques. In
this technique some non-functional code is inserted into the
application. Insertion of non-functional methods is one of the
techniques for junk code insertion. Non-functional methods
may perform some trivial functionality like printing a string.
Addition of these methods do not effect the overall working
but effects the method table in the Dalvik byte code [17]. As
a result the signature of application is also changed. ADAM
is the tool that supports this technique for junk code insertion.
The tool parses the smali files and inserts non functional
methods before the constructor.

c) Junk code-Insertion - ’No Operation’(Nop) Instruc-
tions: Nop is a valid opcode that does noting. It is a trivial junk
code insertion technique. By inserting NOP instructions the
hash of the file is changed. The sequence of original opcodes
is also changed by adding NOP opcodes in different methods.
Obfuscapk[2] is the tool that supports the insertion of NOP
in different methods of applications. This tool parses all the
smali files of the application and inserts a random number (1
- 5) of nop opcodes after a valid opcode in every method.

d) Junk code-Insertion - Over Loaded Methods: Method
overloading is a useful feature of Java programming language.
In order to add junk code inside application; overloaded
method insertion can also be used. The insertion of overloaded
methods change the hash of the application and also effects the
opcode based static analysis systems. Obfuscapk [2] supports
the insertion of overloaded methods. In order to insert an
overloaded method; the classes in each smali file are read. The
methods in the classes are analyzed and overloaded versions
are generated. The overloaded methods have different number
of arguments and void return type. The body of these methods
is then filled with some arithmetic instructions.

e) Junk code-Insertion of Arithmetic Branch: Arithmetic
branch is a path based on the result of some arithmetic opera-
tion. They can be used as Junk code if the arithmetic operation
is never true. Insertion of arithmetic branches changes the hash
of code and sequence of opcodes. Obfuscapk [2] supports the
insertion of arithmetic branches. The tool parses the smali files
and locates the methods which are not abstract. Inside these
methods an addition and remainder operation is inserted. ’if’
condition is applied and a goto instruction is inserted in the
else part which is never taken.

f) Control flow Obfuscation: In control flow based obfus-
cation techniques; the control flow of application is changed by
inserting iterative structures, goto statements or code branch-
ing instructions. All these techniques change the original op-

code sequence of the application. In order to apply the control
flow based obfuscation techniques; application is broken to
smali and then changes are applied and later app is rebuild
and resigned. Obfuscapk , DashO , Allotari are some of the
tools that support control flow obfuscation.

g) Code re-ordering: In code re ordering , the order
of the instructions and methods is changed. As the code is
re-ordered; the hash of the file changes and the sequence of
opcodes also changes. This technique is also applied on the
disassembled smali files. Obfuscapk supports code reordering
obfuscation.

2) Data set for Obfuscated Samples: For the generation
of obfuscated samples DashO and Obfuscapk have been used.
DashO is a commercial tool and only trial version is available.
Obfuscapk is an open source tool and is available on gitHub.
Code reordering, Junk Code Insertion and Control Flow mod-
ifications are applied on the data set using Obfuscapk and
DashO. Samples for class encryption have been obtained from
PraGuard7data set.

3) Testing on Classifier: After the generation of obfuscated
samples; two-gram opcode sequences are extracted against
each sample. A csv file is maintained against each obfuscation
category. Each category of samples is tested against the trained
classification engine and it has been noted that different
obfuscation schemes have different effect on the performance
of the system. The results of testing are presented in section
4.

V. RESULTS AND DISCUSSION

In this section the accuracy of the designed system on
obfuscated and non-obfuscated applications is shown. It has
been observed that opcode sequences are meaningful features
as the system predicts the 4 class category samples with an
accuracy of 92.5 percent and 2 class category is predicted with
an accuracy of 97.2 percent. Hence it can be concluded that
opcode sequences when used with a powerful sequence based
classifier like LSTM forms an efficient malware detection
system. The training and validation accuracy of the system
is presented in Figures 3, 4, 5 and 6.

Fig. 3. One-Gram 2 class Model Accuracy

7http://pralab.diee.unica.it/en/AndroidPRAGuardDataset
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Fig. 4. Two-Gram 2 class Model Accuracy

Fig. 5. One-Gram 4 class Model Accuracy

Fig. 6. Two-Gram 4 class Model Accuracy

The performance of system on non-obfuscated test data is
shown in table II.

TABLE II
CLASSIFICATION ACCURACY FOR 1-GRAM AND 2-GRAM OPCODES

Type of Data Features
Type

Precision Recall F-Score

Non-Obfuscated 4 class one-gram 0.88 0.87 0.874
Non-Obfuscated 4 class two-gram 0.90 0.91 0.904
Non-Obfuscated 2 class one-gram 0.93 0.935 0.932
Non-Obfuscated 2 class two-gram 0.94 0.95 0.944

The trained system is then tested on obfuscated samples. As
mentioned in previous section that a data set containing obfus-
cated samples was created for testing the designed system. The
data set contains samples for Junk Code insertion techniques,
Code re-ordering, Code encryption and class reordering ob-
fuscation techniques. After the generation of data set; feature
extraction is run on these samples. 2 gram opcode sequences
are extracted from samples against each obfuscation scheme.
The resultant feature set is then tested on the trained LSTM
network. Following evaluation metrics are used for reporting
the performance of designed system on obfuscated samples:

• Accuracy : The percentage of correctly identified both positive
and negative samples

TABLE III
EFFECT OF OBFUSCATION

Obfuscation Technique FPR (False
Positive Rate)

FNR (False
Negative Rate)

Class Encryption 0.83 0.80
JNK(Nop Opcode) 0.16 0.05

JNK (De-Functional methods) 0.30 0.20
JNK (Over Loaded methods) 0.28 0.25
JNK (Arithmetic Branches) 0.16 0.15

Control Flow 0.35 0.27
Code Re-ordering 0.20 0.20

• FPR (False Positive Rate): Rate of incorrectly predicting posi-
tive class

• FNR (False Negative Rate): Rate of incorrectly predicting
negative class

The accuracy obtained with obfuscated samples is shown
in Figure 7. The values for False Positive Rates (FPR) and
False Negative Rates (FNR) are listed in Table III. It has
been observed that the performance of the system is effected
when obfuscated applications are tested. Different obfuscation
schemes effect the working of the system in different ways.

Fig. 7. Accuracy Variations with Obfuscated Samples

The performance of the classification engine is most effected
by class encryption. As complete class is encrypted; therefore
the semantic of opcodes is no longer preserved. So the effi-
ciency of the system drops by a significant percentage. After
class encryption; Control Flow obfuscation effects the working
of system most. Here the opcode sequence is effected by
adding goto statements, for loops and conditional statements.
By adding these structures the opcode sequence is changed and
therefore the efficiency of the system drops by a significant
percentage.

Detection of samples with Code reordering is also effected
by some percentage. Here the data and methods inside the
classes are reordered and hence the sequence is altered.
Junk code schemes of Inserting overloaded and de-functional
methods also effect the schemed by a significant percentage.
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Junk code schemes of NOP insertion and Arithmetic branching
have lesser impact on the efficiency of the system.

It must be noted that 2-gram opcode sequences are used
for testing of obfuscated samples. From these results it can be
concluded that ’opcode sequence’ based detection schemes are
very efficient for the prediction of malicious applications but
when obfuscated samples are supplied; their performance gets
effected. From the results of this study it can be concluded that
static opcode based techniques become less efficient against
code obfuscations.

However we suggest that run time extraction of opcodes
can help in overcoming this problem as many obfuscations
schemes become ineffective when code is analyzed at run time.
For example in case of class encryption; decrypted code can be
extracted and analyzed dynamically. Similarly the control flow
modifications effect the static analysis techniques only as the
change of flow is not actually executed at run time. Same is the
case with arithmetic branch insertions and over loaded method
insertions as these branches and methods are never executed.
Run time extraction and analysis of code can help the analytic
engine to focus on the actual code of the application and can
fade away the effects generated by obfuscation.

VI. CONCLUSION

In this study an ’opcode sequence’ based analytic engine is
designed. The system is trained and tested on non obfuscated
samples and the results are very promising. But it has been
observed that the efficiency of the system drops significantly
when samples with different obfuscations are supplied. From
this study it can be concluded that opcodes are an efficient
feature set specially when used in form of sequence. In order to
formulate obfuscation resilient system, it is proposed that code
based features like opcodes should be collected dynamically
at run time so that the effect of obfuscation is minimized.
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